L. JAMK University of Applied Sciences

«» Technology / ICT

Laboratory Environments
Virtual Machines guide

INTRODUCTION ..ttt e e e e e e et e e e e e e eneaenaanas 2
(@F6) sl s TeTe10 I sT=g Ho JR-Y<) 4<) AT 2
Interacting with virtual MaChINeS...c.ooviviieiei e 6
ViIrtual ConSOLe ..ouiuiniiiiii et 7
Connecting external MEedIa ....o.oie i e 8
(1) o) 72 Bt 1] o < 9
N 0T 01 410 A< TP 10
Non—persistent virtual Machines ...o.vovvvuieieiiii e 12
AV 2SI e Yo K 12
R TA741 T 0PN 13
Redhat—based Linux (RHEL, CentOS, Fedora) .......eeueeueeeeeeeeeeeeeeeeeaaeannns 13
Debian—based Linux (Debian, UDUNTU) ..euueeneenee e eeeeeeeeeeeeeeeeeeneeeeneens 14
(070341721 3 (o) o PP 15
P O qUISTEES tutniiniiii ettt e e ettt ettt ettt e e 15
SATA t0 SCSI = WINAOWS . .euinininitiiiieieie e e e e e e e aeans 15
SATA 0 SCSI = LINUX 41tuitiniieieieieie e et e e ee e e ene e e s eneaeneaeneananns 18
E DO iNg OV o e 19
Updated: Juha Jokinen Page (1/19)

08.03.2013 © Data Network Team



L. JAMK University of Applied Sciences

«» Technology / ICT

Laboratory Environments
Virtual Machines guide

INTRODUCTION

This is a guide for using the virtualized services on laboratory
ESXi servers. This guide can be applied to Cisco CCNA/CCNP,
SpiderNet and JYVSECTEC laboratory environments. Virtual
machines are run on VMware ESXi Hypervisor and can be used
via VMware vSphere Client that can be downloaded from VMware
internet pages or directly from the aforementioned servers. If one
uses these servers from location other than IT-Dynamo Piippukatu,
VPN can be used.

Examples depicted on this guide are taken from Spidernet ESXi
(sesxi.labranet.jamk.fi) but same principles apply to other
environments. Special cases regarding different servers are
mentioned at the end of this document.

Connecting to server

VMware vSphere Client is used to connect to the ESXi server. This
software is installed in all LabraNet workstations. To download it
to your own computer, point your browser to the server (For
example https://sesxi.labranet.jamk.fi, note the https!) and click
Download vSphere Client.
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VMware ESXi 5.1

Welcome

Getting Started

installer, start the client and log in to this host.

* Download vSphere Client

administration tasks.

* Download VWMware vCenter

* vSphere Documentation

based on ESXi 5.0.0 Vmkernel Release Build 799733.

For Administrators

If you need to access this host remotely, use the following
program to install vSphere Client software. After running the

To streamline your IT operations with vSphere, use the following
program to install vCenter. vCenter will help you consolidate and
optimize workload distribution across ESX hosts, reduce new
system deployment time from weeks to seconds, monitor your
virtual computing environment around the clock, avoid service
disruptions due to planned hardware maintenance or unexpected
failure, centralize access control, and automate system

If you need more help, please refer to our documentation library:

wSphere Remote Command Line

The Remote Command Line allows you to
uze command line tools to manage
vSphere from a client machine. These toals
can be used in shell scripts to automate
day-to-day operations.

« Download the Virtual Appliance

» Download the Windows Installer (exe)

# Download the Linux Installer (tar.gz)

Web-Based Datastore Browser
Use your web browser to find and
download files (for example, virtual
machine and virtual disk files).

* Browse datastores in this host's
inventory

For Developers

You are running HP Customized Image ESXi 5.0.0 version 5.20.28

wSphere Web Services SDK

Learn about our latest SDKs, Toolkits, and
APIs for managing VMware ESX, ESXI, and
WMware vCenter. Get sample code,
reference documentation, participate in our
Forum Discussions, and view our latest
Sessions and Webinars.

* Learn more about the Web Services SDK
# Browse objects managed by this host

Figure 1. Downloading vSphere Client from the server directly

Start the vSphere Client and provide server address and your
credentials to the login screen. For courses ask your instructor for
these, for Bachelor theses ask LabraNet administration (Room
D325 or http://student.labranet.jamk.fi/contact-the-labranet-

helpdesk/) If the client complains about server certificate, it can

safely be ignored.

NOTE: You cannot currently change your password using the
vSphere Client as there is no such feature available.
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@ VMware vSphere Client
vmware

VMware vSphere”

Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server,

IP address [ Name: Isesxi.labranet.jamk.ﬁ ;I
Lser name: IStL.Ident
Password; I**ttttt:ti

[T use Windows session credentials

Login Close | Help |

Figure 2. vSphere Client authentication

If you are redirected to the Home page of server, click Inventory,
initial view of the server should look somewhat like this:
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@smi.labranet.jamk.fi - vSphere Client EI@

File Edit View Inventory Administration Plug-ins Help

E 54 @ Home [ E’ﬂ Inventory [ Eﬂ Inventory

[ [sesxilabranet.jamk.fi sesxilabranet jamk.fi VMware ESXi, 5.1.0, 799733

You do not have the permissions to access this object.

Recent Tasks Mame, Target or Status contains: ~ Clear LS
MName Target Status Details Initiated by Requested
4 1 3
¥ Tasks student 7

Figure 3. vSphere Client Inventory

On the servers, virtual machines are grouped by Resource pools,
which limit the virtual machine CPU and memory usage.
Expanding the server icon on the left pane will show you those
resource pools you can access. For courses, these can be shared
machines but for bachelor theses, these are usually dedicated for
yourself only.

When you select a virtual machine, the right pane will show
information regarding it grouped by tabs. The Getting started-tab
can be closed with the X mark on the upper right corner. Summary-
tab will show generic information about the virtual machine and
some basic commands for interacting with the machine. Resource
allocation and Performance -tabs will show how much resources
are allocated and used by the machine. Events-tab will show all
events for this virtual machine and the Console tab can be used to
access the virtual console on the machine. (See Virtual Console)
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L1y E . Rezource Allocation | Performance | Events | Console | Permissions

General Resources
Guest O.S: Microsoft Windows ¥P Professional (32-b. Consumed Host CPU: 53 MHz
VM Versian: 8 Consumed Host Memary: 127,00 MB
CPU: 1vCPU Active Guest Memory: 49,00 MB
Memary: 192MB Refresh Storage Usage
Memory Overhead: 34,22 MB Provisioned Storage: 12,01 GB
VMware Tools: /A Running (Out-of-date) Not-shared Storage: 6,15 GB
IP Addresses: 185.0.0.2 View all Used Storage: 6,15 GB

Storage Drive Type Capacity

DS Mame: spidernettemp B Slowsesxd Non-550 99375 GB 74
State: Powered On 1 m 3
Host: zesxyi.labranet. jamk. fi
Active Tasks: e alioic
vSphere HA Protecton: @ Nja & ® 813 WG1-SW2-WS  Standard port group

Commands

Shut Down Guest

Il Suspend
@ Restart Guest
@ Edit Settings
@ Open Console

Annotations

& Edit

Notes: -

Figure 4. Summary tab of a virtual machine

Interacting with virtual machines

Access the context menu for a virtual machine by right clicking it.
From this menu, it is possible to power on and off machines, take
snapshots, perform guest operations etc. If you have the necessary
permissions set, you can also edit settings for the virtual machine,
such as memory allocation, hard disks, networks and such.
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& wel
s WG1-SW1-SRV-
s [WG1-Sw2-me
s WG1-5W3 Power
E} WG1-SWH [Quest

@ w2 Snapshot

@ wes @ Open Console

@ wed P

g WG5S Edit Settings...
ADSL-1

G ADSL-2 Add Permiszion... Ctrl+P
ADSL-3

i Report Performance...
]

N Rename

IS

Open in Mew Window... Ctrl+Alt+MN

Remowve from Inventory
Delete from Disk

| |

Figure 5. Virtual machine context menu

Powering on and off are done from the Power menu. Power off and
Reset are hard operations ant they work essentially the same as
cutting power and pressing the reset buttons on physical machines.
Instead, Shut Down and Restart Guest are soft operations and
require VMware Tools to be installed to the guest machine. Note
that VMware does not support ACPI shutdown found on other

virtualization environments such as VirtualBox.

Virtual Console

You can access the virtual machine console by selecting Open
Console from the context menu or directly from the Console tab
(not recommended). This will open a new window containing the
console access to a virtual machine. Note that this is not a remote
desktop connection, but instead represents a physical display and
keyboard/mouse combination for the virtual machine.
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(&) WG1-5W2-WS on =] @ =]

File View VM

My Computer jperf-2.0.21 IPwe_Instruc,,.

Recycle Bin mturouke

—
by

o
pul

Figure 6. Opening console to a virtual machine

On the top of the console window you can find essentially the same
power commands and the whole virtual machine context menu is
the menu named VM.

Connecting external media

The rightmost buttons on the toolbar provide means to connect
Floppy disks, CD-ROMs and USB devices, if those devices are
available to the virtual machine. The most useful scenario is to
connect an .iso —image to the virtual CD-ROM drive. To do this,
select the CD-ROM icon, and from the menu, select CD/DVD
drive 1 -> Connect to ISO image on local disk and provide a path
for the image to be used.
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USB devices can also be connected to the virtual machine from the
USB menu. The virtual machine must have an USB controller
attached. Some USB devices will not work properly, but generic
devices such as USB memory sticks and hard disks, web cameras,
etc. will probably work fine if the guest operating system has the

required drivers.
Copy&Paste

Copy&Paste is possible with the virtual machine console, but only
If VMware Tools have been installed and the guest operating
system supports copy&paste. For example, Linux command line
does not support any clipboard actions, so it is not supported, but
both Linux and Windows desktops do support copy&paste.
Dragging items to console window is not supported.
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Snapshots

With virtualization it is possible to take snapshots of the machine
and later return to the state in the snapshot. This makes it possible
to test different configurations and return to known working
condition if necessary. Snapshots can be taken on a live machine,
however there are some limitations.

Creating a new snapshot is done from the context menu by
selecting Snapshot -> Take Snapshot. Fill in the name for the
snapshot and a description and click OK. A live snapshot can be
taken from a running machine by selecting Snapshot the virtual
machine’s memory.

__I"_..ﬁ Take Virtual Machine Snapshot E'@

Mame

|F|:|r Testing

Description

A Snapshot taken for demonstration

Iv¥ Snapshot the virtual machine's memaory
| Quiesce guest file system (Meeds YMware Tools installed)

oK Cancel | Help |

Figure 7. Taking a snapshot

Managing snapshots is done via the Snapshot manager (context
menu: Snapshot -> Snapshot Manager). Here you can delete old
snapshots that are no longer needed and go back to a certain point
in time.
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P

@ Snapshots for ITSM-Repo EI@

=-£f1 ITSM-Repo Mame
=175 | For Testing

For Testing

Description

A Snapshot taken for demonstration

Go to Delete Delete All

Close | Help |

Figure 8. Snapshot manager

ATTENTION! The maximum depth of snapshots is 32, that is, only
32 nested states is possible. However, this will generate a heavy
workload for the disks and reduce performance.lt is recommended
to keep the depth of nested states to a minimum and periodically
remove unused snapshots.

Even more care should be taken with live snapshots as these will
use a lot of diskspace as every live snapshot will write the memory
dump of the virtual machine. So 32 live snapshots from a machine
running with 1GB of memory will consume 32GB of additional
disk space!

Recommended maximums are 8 nested snapshots and 4 live
snapshots. If these are exceeded, performance may suffer.
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Non-persistent virtual machines

Some virtual machines, such as the Cisco Pod and Spidernet
Workgroup servers and workstations are so-called non-persistent
machines. This essentially means that these machines will lose
their configuration when they are powered off, so next time it is
possible to start configuration from scratch. Rebooting or resetting
the VM will not erase changes, but instead a power cycle from the
context menu (Power Off or Shut down guest) will do it.

NOTE: Nonpersistent machines will look exactly the same as
ordinary VMs, and usually only specific courses use them.

VMware Tools

It is highly recommended to install VMware Tools on the guest
operating system as they contain important drivers and make the
system a lot more user-friendly. With VMware Tools, desktop
environments work significantly faster, copy&paste works, mouse
can be seamlessly grabbed on the console, etc.

NOTE! Before installing VMware Tools, the server must be told
what guest operating system the virtual machine is running. This is
done via the Edit Settings —dialog in the context menu. On the
Options-tab, select General Options and on the right side you can
select Guest Operating System. The VM must be powered off
before changing this value. Please note that selecting correct OS
type and architecture (x64/32) is very important or the installation
of VMware Tools will fail!

Also, the virtual machine needs to have a virtual CD/DVD drive
attached.

Installing VMware Tools can be initiated from the context menu
(Guest -> Install/Upgrade VMware Tools). VMware Tools
installation CD will be inserted to the CD/DVD drive. Depending
on the guest OS, the installer will require some manual intervention.
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Windows

Windows will try to autorun the installer from the CD. If this does

not happen, go to My Computer/Explorer and open the CD drive.

The installer should start. Default values can be applied when

installing. When the installer is finished, a reboot is required for the

drivers to load.

) Windows2008R2_Template on sesxi.labranet jamk.fi o & ==
nir &g &G Ree @

L.

Recyde Bin

i VMware Tools

Welcome to the installation wizard for
VMware Tools

The installation wizard will install VMware Tools on your
computer. To continue, dlick Next.

WARNING: This program is protected by copyright law and
international treaties.

IR e 2.
Figure 9. VMware Tools installation on a Windows Server 2008 R2

Redhat-based Linux (RHEL, CentOS, Fedora)

NOTE: Some Red Hat installations don’t include Perl by default.
You can install it by yum install perl.
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Red Hat —based Linux distributions use static kernel modules, so
the only prerequisite packages are gcc, make and linux-headers.
Install these with:

yum install gcc make kernel-headers

Installing the tools from command line (Note: Commands may
vary and you may need sudo depending on the distribution):

cd /tmp

mkdir cd

mount /dev/cdrom /tmp/cd

cp cd/VMwareTools-version.tar.gz ./
tar -xvf VMwareTools-version.tar.gz
cd vmware-tools-distrib
Jvmware-install-tools.pl

The installer will ask options during the installation. Usually
defaults will suffice.

NOTE: Currently it is OK to answer yes to the question regarding
the automatic kernel modules. This way it is certain that modules
will be rebuilt when upgrading kernel.

Reboot is usually required for the VMware-tools modules to load.

Debian-based Linux (Debian, Ubuntu)

Debian-based distributions use dynamic kernel modules and need
some prerequisite packages to be installed. These can be installed
with:

sudo apt-get install linux-headers-$(uname —r) build-essential
libglib2.0-dev

After this, install tools same way as in a Red Hat —based
distribution (see above).
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Conversion

Converting machines between VMware products (ESXi /
Workstation) and VirtualBox used to be tedious process. The new
Open Virtualization Format (OVF) simplifies this, but still some
manual intervention is required. Here are depicted some scenarios
one may bump into.

Prerequisites

Before converting, make sure the following prerequisites are
fulfilled:
e The VM should not have an USB controller or audio device
connected. These can be added later on if needed
e Disconnect any floppy or CD-ROM images
e The ESXi does not support SATA AHCI. VirtualBox creates
the hard disk as SATA AHCI by default for Linux and
Windows machines, which will break the installation. When
creating new VMs, set the disk controller manually to SCSI
(LSI Logic). For old VMs, conversion is possible (see the
following chapters)
¢ VirtualBox Guest Additions may result in problems, mainly
with graphical Linux environments. Refer to VirtualBox
documentation on how to remove additions before
converting.
e Also, see notes on specific operating systems later on this
document.

SATA to SCSI — Windows

As VMware does not support SATA controllers, VMs must have
disks connected as IDE, SCSI or SAS. IDE is only partially
supported and performance is slow, so SCSI or SAS should be used.
For Windows machines, SAS is the recommendation.
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For Windows machines, SAS controller should be activated before
the next step or the Windows installation will not boot. One
registry setting needs to be modified on a running VM:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\
LSI_SAS]
"Start"=dword:00000000

Power off the VM cleanly. Open VM Settings -> Storage.
Disconnect the hard disk from the SATA controller as shown in the
next picture:

Windows 7 - Settings

,@, General Storage

System

Disol Storage Tree Attributes

=l| Display _
©) @ Controller: IDE Controller Hard Disk: | SATA Part 0 LS
B Audio © Empty | solid-state drive

&P Network @ Controller: SATA Controller T ETT

{8 serial Ports 2 Type (Format): Normal (VMDK)

;9 USB Virtual Size: 20.00 GB

Actual Size: 9.23 GB

Shared Folders . .
= Details: Dynamically allocated ...

Location: /storage/VirtualBox/Wi...
Attached To: Windows 7

Remove Attachment (-)
Removes the attachmememygrmgneegrmmeswrage Tree.

Help | | Cancel | 0K

Figure 10. Removing SATA controller

Now remove the SATA controller altogether and add SAS
controller:
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Windows 7 - Settings *
E General Storage
System
Display Storage Tree Attributes
% Controller: IDE Controller Mame: [SATA Controller ]
r-
(= Audio © Empty Type: | AHCI 4
P @3
= Network Port Count: [1 |:|
Serial Ports
§ ["] Use host IO cache
UsB

Gl Shared Folders

@a@@

' Re Controller (Del) |
Removes the controller highlighf‘l move Controller (Del) |
Windows 7 - Settings x
.@ General storage
System
Disol Storage Tree Attributes
=l Display
®) > (@ Name: | IDE Controller ]
r-
$ Audio © Empty Type: | PliX4 N
& Network |t Use host IO cache
£¥ serial Ports
¥ UsB

[l Shared Folders

Q@@ e
]Add Controller (Ins) I
Adds a new controller to the age-1ree,

Help Cancel J [ 0K

Figure 11. Adding SAS controller
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Now the virtual machine disk can be added back to the SAS
controller. Select the controller and select Add Hard Disk, Choose
existing Disk. On the dialog, navigate to the folder where the VM is
located and select the virtual hard disk. The final configuration will

look like this:
Windows 7 - Settings b
H General Storage
System
Display Storage Tree Attributes
@) @ Controller: IDE Contreller Name: [sas
= Audio I &) Empty ) Type: | Lsilogic SAS =
& Network Cﬁ - = | Use host I/O cache
& Sserial Ports &) windows7-disk1l.vmdk
& UsB

[@ Shared Folders

@ @@

Select a settings category from the list on the left-hand side and move the
mouse over a settings item to get more information.

Help | | Cancel I OK

Figure 12. Final configuration.

Click OK and check that the Virtual machine boots correctly. If not,
revert back to SATA controller and troubleshoot.

SATA to SCSI - Linux

For Linux machines, no modifications to the OS are required.
Perform the same steps as previously mentioned, but use SCSI
controller (LSI Logic) instead of SAS as it has better support.
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Exporting OVF

The VM can now be exported from the VirtualBox menu File —>
Export Appliance. On the the settings dialog, set the extension to
ovf, so the disk image and ovf file are created separately.

NOTE! After exporting the VM, do not rename the files!

After exporting the VM, ovf file must be edited by hand, as ESXi
expects a different syntax on some configuration items. Open the
file in a text editor and find the line containing:

<vssd:VirtualSystemType>virtualbox-2.2</vssd: VirtualSystemTyp
e>

Replace with:
<vssd:VirtualSystemType>vmx-7</vssd:VirtualSystemType>

After these changes, the OVF can be deployed to an ESXi server.
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