
 

 
 
 
 

  

Intelligence 

 

 

 

Intelligence is a medium difficulty Windows machine that showcases a 

number of common attacks in an Active Directory environment. After re-

trieving internal PDF documents stored on the web server (by brute-forc-

ing a common naming scheme) and inspecting their contents and 

metadata, which reveal a default password and a list of potential AD us-

ers, password spraying leads to the discovery of a valid user account, 

granting initial foothold on the system. A scheduled PowerShell script 

that sends authenticated requests to web servers based on their host-

name is discovered; by adding a custom DNS record, it is possible to force 

a request that can be intercepted to capture the hash of a second user, 

which is easily crackable. This user is allowed to read the password of a 

group managed service account, which in turn has constrained delega-

tion access to the domain controller, resulting in a shell with administra-

tive privileges.
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1 Initial Reconnaissance and Service Mapping 

 

An Nmap scan has uncovered a webpage with an option to download PDFs, alongside detecting 

several open TCP ports, including the website on TCP port 80.  

 

Notably, the filenames of the PDFs on the website adhere to a 'YYYY-MM-DD-upload.pdf' format. 

This observation leads to a reasonable assumption that there could be additional PDFs following 

the same naming convention, which might not be directly linked on the site. 
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The files are structured in a specific manner. Let's develop a script that generates dates, which we 

can then use to uncover 'hidden' PDFs: 

 

 

So, now we have potential filenames constructed in this manner: 

 

 

With this approach, we can use the generated filenames to enumerate and download possible 

matches: 
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Indeed, this method proved successful as we were able to retrieve several files using the gener-

ated filenames 

 

We successfully retrieved a total of 84 files! 

 

The challenge lies in the time-consuming nature of manually reviewing all 84 PDF files. However, 

we can efficiently convert these PDFs into text using the 'pdftotext' tool: 

 

 

 

Subsequently, by examining the header of each converted text file, we can identify and focus on 

the important topics contained within these documents: 

 

The topics covered in these files are notably more interesting than those in the other documents: 
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First one hints about automated script running in environment. This might be useful later: 

 

 

The second document reveals valuable information by providing us with credentials: 

 

 

We also have potential usernames in metadata: 

 

Using the following command, we can efficiently extract the usernames from the files: 
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Now, we've successfully gathered a list of potential usernames and passwords!  

 

 

With this information, I can conduct a password spray attack to identify potentially working 

username-password combinations. 

 

 

 

Success! We've successfully identified working credentials: 

 

Tiffany.Molina:NewIntelligenceCorpUser9876 
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2 User-Level Access and Obtaining the User Flag 

 

Now, equipped with the working credentials, we can begin our enumeration process: 
 

 

 

Using smbclient, we're able to download the 'user.txt' file directly from the user's desktop: 
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3 Elevating Privileges to System Administrator 

 

Within the 'IT' SMB share, we've discovered a script that could potentially be the same one refer-

enced in the PDFs: 

 

 

 

The script we found systematically loops through DNS records, sending authenticated requests to 

any host with a name that begins with 'web' to verify its status. Interestingly, we can utilize the 

permissions, which are granted by default to authenticated users, to create arbitrary DNS records 

in the Active Directory Integrated DNS (ADIDNS) zone. This allows us to add a new record pointing 

to our own IP address, effectively leveraging the system's existing framework for our purposes 

I utilized the 'dnstool.py' script to create an 'A' record within the Domain Controller (DC), directing 

it to point to my own IP address. 
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Now, we set up and run the Responder tool, patiently waiting for the desired re-

sponse: 

 

 

 

 

Boom! We've successfully captured the hash for Ted.Graves! Fortunately, this hash 

is easily crackable using John the Ripper: 
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Now, we can utilize BloodHound to further enumerate and analyze the Active Direc-

tory environment: 
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Upon closer examination, we've discovered that our user, as a member of the 

'ITSUPPORT' group, possesses the 'ReadGMSAPassword' right: 

 

 

SVC_INT$@INTELLIGENCE.HTB is a Group Managed Service Account. The group 

ITSUPPORT@INTELLIGENCE.HTB can retrieve the password for the GMSA 

SVC_INT$@INTELLIGENCE.HTB. 
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Group Managed Service Accounts (GMSAs) are a unique type of Active Directory ob-

ject characterized by their passwords being managed and automatically updated by 

Domain Controllers at regular intervals, a feature that can be checked using the 

'MSDS-ManagedPasswordInterval' attribute. 

The primary purpose of a GMSA is to enable certain computer accounts to retrieve 

the GMSA's password and use it to run local services. However, an attacker who 

gains control over an authorized principal could potentially abuse this privilege to 

impersonate the GMSA. 

There are various methods to exploit the ability to read the GMSA password. The 

most straightforward approach is feasible when the GMSA is actively logged into a 

computer, which is its intended use. In such cases, if the GMSA is logged into a com-

puter account authorized to retrieve its password, an attacker could either steal the 

token from the process running as the GMSA or inject into that process for malicious 

purposes. 

 

With this information, we are now able to obtain the password hash of the service 

account. There's a specialized Python tool, gMSADumper, designed specifically for 

extracting GMSA passwords: 
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We can now abuse constrained delegation to request a TGT for the Administrator 

user: 

 

 

To gain shell access, I plan to use 'wmiexec', a component of the Impacket suite. The 

'-k' option will be used to specify Kerberos authentication.  

 


