
 

 
 
 
 

  

Monteverde 

 

 

 

Monteverde is a Medium Windows machine that features Azure AD Con-
nect. The domain is enumerated and a user list is created. Through pass-
word spraying, the `SABatchJobs` service account is found to have the 
username as a password. Using this service account, it is possible to enu-
merate SMB Shares on the system, and the `$users` share is found to be 
world-readable. An XML file used for an Azure AD account is found within 
a user folder and contains a password. Due to password reuse, we can 
connect to the domain controller as `mhope` using WinRM. Enumeration 
shows that `Azure AD Connect` is installed. It is possible to extract the 
credentials for the account that replicates the directory changes to Azure 
(in this case the default domain administrator). 
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1 Initial Reconnaissance and Service Mapping 

 

 

Port 53: Running DNS could be a vector for DNS-based attacks. 

Port 88: Kerberos, a potential target for password cracking or golden/silver ticket attacks. 

Port 135: Microsoft RPC, which can be vulnerable to various attacks if misconfigured. 

Port 139 and 445: SMB services which might be vulnerable to attacks like EternalBlue or can be 

used for SMB relay attacks. 

Port 389: LDAP service, indicating the presence of an Active Directory environment which could be 

exploited through various attack vectors. Let’s continue enumeration with cme.  
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With this information, we have obtained usernames. Now, we can attempt password spraying. 

 

Initially, I attempted to use several common passwords, but had no success. Subsequently, I em-

ployed a strategy of using the usernames as passwords for the respective accounts 

 

We achieved a breakthrough! One user had set their password to be the same as their username. 
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2 Acquisition of Secondary Credentials 

 

Now we have credentials, let’s enumerate smb shares: 

 

 

 

 

 

 

With smbclient, we can check shares. Inside users we see something interesting. Given that other 

users lacked notable files, the discovery of 'azure.xml' within user mhope's directory was particu-

larly interesting. 
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and we got second credentials! 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



7 
 

 

3 User-Level Access and Obtaining the User Flag 

We can validate our credentials using CrackMapExec: 

 

 

We can leverage Evil-WinRM to log in and retrieve the user flag! 
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4 Elevating Privileges to System Administrator 

There have been numerous hints about Azure AD throughout the machine, which is an aspect we 

need to investigate further. 

We have observed that we possess Azure Admin privileges: 

 

 

The user 'mhope' has the capability to establish a connection to the local database and extract its 

configuration. Following this, I will decrypt the obtained configuration to retrieve the username 

and password of the account responsible for replication. The process is well-documented at 

https://blog.xpnsec.com/azuread-connect-for-redteam/. 
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Following a straightforward method of delivery through the http.server module, we have success-

fully obtained new credentials 

 

 

With those credentials, we can obtain an administrative shell and retrieve the 'root.txt' file 

 

 

 


